Privanova

Research & Conswtting

-

Privanova is part of the
SAFEHORIZON: a multidisciplinary
R&D project run by an
international consortium and co-
funded by the EU.

In the evolving cyber threat
landscape, ‘Crime-as-a-Service’
(CaaS) has commercialized criminal
activities, offering illicit services like
malware rentals to anyone willing to
pay. SAFEHORIZON counters this by
providing LEAs, CERTSs, and CSIRTs
with a plug-and-play toolbox of open-
source solutions. These tools harness
web intelligence and machine
learning to identify evidence, offering
a monitoring platform and resources
to help EU LEAs dismantle
cybercriminal networks.
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SAFEHORIZON

Innovations in Detecting and
Disrupting Crime-as-a-Service
Operations

Budget

€3 998 925

From 1 September 2024 to
31 August 2027

Consortium

13 Partners from Greece,

Romania, Spain, Finland,
France, Moldova, Nederlands,
Cyprus, Portugal, Luxembourg,
Poland




Privanova's role

Privanova plays a crucial role in the
SAFEHORIZON project by leading
the Dissemination, Communication,
and Exploitation efforts.

Privanova is responsible for creating
and updating the Dissemination and
Communication Plan (DCP), ensuring
that all activities align with the
project's goals and key performance
indicators.

Privanova will also coordinate the
establishment of the SafeHorizon
Community of Experts, a group of
stakeholders who will provide
feedback and guidance throughout
the project.

Additionally, Privanova will lead the
Clustering Management task,
focusing on creating synergies
between associated projects,
establishing a coordinators' network,
and organizing Cluster workshops.

Lastly, Privanova will contribute to
maximizing innovation, leveraging
intellectual property, and developing
strategies for the commercial
exploitation of project results.

Impact

SafeHorizon will disrupt Crime-
as-a-Service (CaaS) by using
web intelligence and machine
learning to identify evidence for
legal action. It will provide LEAs
with tools, a monitoring platform,
and shared datasets to track and
dismantle cybercriminal
networks, while also spreading
disinformation to undermine their
operations.
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